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#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
int inet_aton(const char *cp, struct in_addr *inp); 

VWUXFWUXH�DGGU

$6&,,�,3�DGGUHVV�

LQWHUQHW�$6&,,�WR�QHWZRUN�

ROGHU�YHUVLRQ��LQHWBDGGU��,3�DGGUHVV�
�XVHG�LQ�H[DPSOHV�
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QHWZRUN�E\WH�RUGHU

struct sockaddr_in my_addr; 

my_addr.sin_family = AF_INET; // host byte order 
my_addr.sin_port = htons(MYPORT); // short, network byte order 
inet_aton("10.12.110.57", &(my_addr.sin_addr)); 
memset(&(my_addr.sin_zero), ’\0’, 8); // zero the rest of the struct 

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
int inet_aton(const char *cp, struct in_addr *inp); 
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3ULQWLQJ�RXW�DQ�,3�DGGUHVV

VRFNDGGUBLQ�P\BDGGU

VLQBIDPLO\

VLQBSRUW

VLQBDGGU

VLQB]HUR>�@

printf(“$s”, inet_ntoa(my_addr.sin_addr);

QWRD� �QHWZRUN�WR�$6&,,
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VRFNHW���V\VWHP�FDOO
#include <sys/types.h> 
#include <sys/socket.h> 

int socket(int domain, int type, int protocol); 

�� �ZLOO�GHWHUPLQH�
������IURP�W\SH

$)B,1(7�

62&.B675($0�RU
62&.B'*5$0

UHWXUQV�D�GHVFULSWRU

DSSOLFDWLRQ

GHVFULSWRU

LQWHUQHW
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#include <sys/types.h> 
#include <sys/socket.h> 

int bind(int sockfd, struct sockaddr *my_addr, int addrlen); 

VRFNHW
GHVFULSWRU

VRFNHW�DGGUHVV
GDWD�VWUXFWXUH

UHWXUQV�HUURU�VWDWXV

������ � � � � ��� � ���
� ��� � � ���

� � � �2� � ��� � � � �
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([DPSOH

#define MYPORT 3490 

main() 
{ 
    int sockfd; 
    struct sockaddr_in my_addr; 

    sockfd = socket(AF_INET, SOCK_STREAM, 0);  // create socket 
    my_addr.sin_family = AF_INET; // host byte order 
    my_addr.sin_port = htons(MYPORT); // short, network byte order 
    my_addr.sin_addr.s_addr = inet_addr ("10.12.110.57"); 
    memset(&(my_addr.sin_zero), ’\0’, 8); // zero the rest of the struct 

    // don’t forget your error checking for bind(): 
    bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr)); 
    . . . 

#include <string.h> 
#include <sys/types.h> 
#include <sys/socket.h> 
#include <netinet/in.h> 

(UURU�FKHFNLQJ���
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7KH�FOLHQW��FRQQHFWLQJ�WR�D
UHPRWH�KRVW

#include <sys/types.h>
#include <sys/socket.h> 

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen); 

ORFDO
VRFNHW

GHVFULSWRU

GHVWLQDWLRQ�SRUW�
DQG�,3�DGGUHVV
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" � � �	�

22 November 2002
���������	���
�����
��	�
��� � �

&RQQHFWLQJ�WR�D�UHPRWH�KRVW���
#define DEST_IP "10.12.110.57" 
#define DEST_PORT 23 

main() { 
int sockfd; 
struct sockaddr_in dest_addr; // will hold the destination addr 
sockfd = socket(AF_INET, SOCK_STREAM, 0); // do some error checking! 
dest_addr.sin_family = AF_INET; // host byte order 
dest_addr.sin_port = htons(DEST_PORT); // short, network byte order 
dest_addr.sin_addr.s_addr = inet_addr(DEST_IP); 
memset(&(dest_addr.sin_zero), ’\0’, 8); // zero the rest of the struct 

// don’t forget to error check the connect()! 
connect(sockfd, (struct sockaddr *)&dest_addr, sizeof(struct sockaddr)); 
. . . 

#include <string.h> 
#include <sys/types.h> 
#include <sys/socket.h> 
#include <netinet/in.h> 

QRWH��GLG�QRW�FDOO�ELQG�DV�ZH�GRQ·W�FDUH�DERXW�WKH�ORFDO�SRUW�QXPEHU



14

22 November 2002
���������	���
�����
��	�
��� � �

7KH�VHUYHU��OLVWHQLQJ�	
DFFHSWLQJ�FRQQHFWLRQV

7&3
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VHUYHU
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int listen(int sockfd, int backlog); 

VRFNHW
GHVFULSWRU

1R��RI�FRQQHFWLRQV�
DOORZHG�RQ�WKH
LQFRPLQJ�TXHXH

OLVWHQ

sock_fd = socket( );
//set up local sockaddr
bind( );
listen( );

new_skt = accept( );
.
.

sock_fd

VHUYHOHW

accept

new_skt
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/LVWHQLQJ�	�DFFHSWLQJ�FRQQHFWLRQV

7&3

,3

main() { 
   int sockfd, new_fd; // listen on sock_fd, new connection on new_fd 
   struct sockaddr_in my_addr; // my address information 
   struct sockaddr_in their_addr; // connector’s address information  
   int sin_size; 

   sockfd = socket(AF_INET, SOCK_STREAM, 0); 

   my_addr.sin_family = AF_INET; // host byte order 
   my_addr.sin_port = htons(MYPORT); // short, network byte order 
   my_addr.sin_addr.s_addr = INADDR_ANY; // auto-fill with my IP 
   memset(&(my_addr.sin_zero), ’\0’, 8); // zero the rest of the struct 

   // don’t forget your error checking for these calls: 
   bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr)); 
   listen(sockfd, BACKLOG); 
   sin_size = sizeof(struct sockaddr_in); 
   new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &sin_size); 
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VHQGLQJ�GDWD��YLUW��FFW��

int send(int sockfd, const void *msg, int len, int flags); 

int len, bytes_sent; 
. 
. 
len = strlen(msg); 
bytes_sent = send(sockfd, msg, len, 0);
.
. 
. 

FKDU�PVJ� ��%HHM�ZDV�KHUH����

VRFNHW�GHVFULSWRU

1R��E\WHV�VHQW��PD\�EH�OHVV�WKDQ�OHQ��

22 November 2002
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UHFHLYLQJ�GDWD��YLUW��FFW��

int recv(int sockfd, void *buf, int len, unsigned int flags); 

��� �HUURU
��� �UHPRWH�V\VWHP�KDV�FORVHG�WKH�FRQQHFWLRQ
�YH� �QXPEHU�RI�E\WHV�UHFHLYHG

VRFNHW�GHVFULSWRU

EXIIHU SHHN�ZDLWDOO
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6HQGLQJ�	�UHFHLYLQJ��GDWDJUDPV�

int sendto(int sockfd, const void *msg, int len, unsigned int flags, 
const struct sockaddr *to,  int tolen); 

GHVWLQDWLRQ�DGGUHVV

int recvfrom(int sockfd, void *buf, int len, unsigned int flags, 
struct sockaddr *from, int *fromlen); 

VRXUFH�DGGUHVV�ILOOHG�LQ
E\�UHFYIURP

WR�DGGU��OHQJWK
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FORVLQJ�GRZQ

close(sockfd); 

�� �GLVDEOH�UHFHLYHV
�� �GLVDEOH�VHQGV
�� �GLVDEOH�ERWK

shutdown  (sockfd, how); 
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3HHU�DQG�KRVW�QDPHV
int getpeername(int sockfd, struct sockaddr *addr, int *addrlen); 

VRFNDGGU�RI�UHPRWH
V\VWHP�UHWXUQHG

ORFDO�VRFNHW
GHVFULSWRU

int gethostname(char *hostname, size_t size); 

DGGUHVV�RI�VWULQJ
WR�FRQWDLQ�WKH�KRVW�QDPH

#include <unistd.h>
main() {
        char hostname[50];

        gethostname(hostname, 50); 
        printf("%s", hostname);
}

22 November 2002
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'16��'RPDLQ�1DPH�6HUYLFH
#include <netdb.h> 
struct hostent *gethostbyname(const char *name); 

h_name -- Official name of the host (e.g www.cee.hw.ac.uk)
h_aliases -- A NULL-terminated array of alternate names for the host.
h_addrtype -- The type of address being returned; usually AF_INET.
h_length -- The length of the address in bytes.
h_addr_list -- A zero-terminated array of network addresses for the host.

    Host addresses are in Network Byte Order.
h_addr -- The first IP address in h_addr_list. (e.g. 137.195.52.12)
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'16��'RPDLQ�1DPH�6HUYLFH

int main(int argc, char *argv[ ]) {
struct hostent *h;

if (argc != 2) { // error check the command line
fprintf(stderr,"usage: getip address\n");
exit(1);

}
if ((h=gethostbyname(argv[1])) == NULL) { // get the host info

herror("gethostbyname");
exit(1);

}
printf("Host name : %s\n",  h->h_name);
printf("IP Address : %s\n", inet_ntoa(*((struct in_addr *)h->h_addr)));

return 0;
}

JHWLS�F

22 November 2002
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RGLQ�

$ gethostname
odin
$ getip odin
Host name  : odin
IP Address : 137.195.52.4
$
$ getip www.cee.hw.ac.uk
Host name  : www.cee.hw.ac.uk
IP Address : 137.195.52.12
$

'16��'RPDLQ�1DPH�6HUYLFH
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&OLHQW�6HUYHU�H[DPSOH
�%HHM�VHFWLRQ���
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&OLHQW�6HUYHU�H[DPSOH���
sockfd = socket(AF_INET, SOCK_STREAM, 0);
setsockopt(sockfd, SOL_SOCKET, SO_REUSEADDR, &yes,sizeof(int));

//Load up my_addr structure with local addresses

bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr));
listen(sockfd, BACKLOG);

while(1)
{

new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &sin_size);
printf("server: got connection from %s\n", inet_ntoa(their_addr.sin_addr));
if (!fork())
{

close(sockfd); // child doesn’t need the listener
send(new_fd, "Hello, world!\n", 14, 0) ;

 close(new_fd);
exit(0);

}
close(new_fd); // parent doesn’t need this

}

VHUYHU�F

FKLOGSDUHQW



20

22 November 2002
���������	���
�����
��	�
��� ���

close(sockfd); // close listener
send(new_fd, "Hello, world”) ;
close(new_fd);
exit(0);

close(sockfd); // close listener
send(new_fd, "Hello, world”) ;
close(new_fd);
exit(0);

&OLHQW�6HUYHU�H[DPSOH���
while(1)
{

new_fd = accept(sockfd);
printf("server: got connection from %s\n",
inet_ntoa(their_addr.sin_addr));
fork child;
close(new_fd); // parent doesn't need this

}

VHUYHU�F

+HOOR�ZRUOG

&OLHQW��FRQQHFW"

close(sockfd); // close listener
send(new_fd, "Hello, world”) ;
close(new_fd);
exit(0); � ���

�
� �

��� �! � �

��� �! � �

� ���
�

� �

6HUYHU�FKLOGUHQ

22 November 2002
���������	���
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&OLHQW�6HUYHU�H[DPSOH���
he=gethostbyname(argv[1]);   // get the host info
sockfd = socket(AF_INET, SOCK_STREAM, 0);

// Load up their_addr data structure

connect(sockfd, (struct sockaddr *)&their_addr, sizeof(struct sockaddr));

numbytes=recv(sockfd, buf, MAXDATASIZE-1, 0);
buf[numbytes] = '\0';
printf("Received: %s",buf);
close(sockfd);

FOLHQW�F
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close(sockfd); // close listener
send(new_fd, "Hello, world”) ;
close(new_fd);
exit(0);

close(sockfd); // close listener
send(new_fd, "Hello, world”) ;
close(new_fd);
exit(0);

&OLHQW�6HUYHU�H[DPSOH���
while(1)
{

new_fd = accept(sockfd);
printf("server: got connection from %s\n",
inet_ntoa(their_addr.sin_addr));
fork child;
close(new_fd); // parent doesn't need this

}

VHUYHU�F

+HOOR�ZRUOG

close(sockfd); // close listener
send(new_fd, "Hello, world”) ;
close(new_fd);
exit(0); � ���

�
� �

��� �! � �

��� �! � �

� ���
�

� �

6HUYHU�FKLOGUHQ

he=gethostbyname(argv[1]);   // get the host info
sockfd = socket(AF_INET, SOCK_STREAM, 0);
connect( );
recv(sockfd, buf);
printf("Received: %s",buf);

��� �! � �
FOLHQW�F

22 November 2002
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&OLHQW�6HUYHU�H[DPSOH���
he=gethostbyname(argv[1]);   // get the host info
sockfd = socket(AF_INET, SOCK_STREAM, 0);

// Load up their_addr data structure

connect(sockfd, (struct sockaddr *)&their_addr, sizeof(struct sockaddr));

numbytes=recv(sockfd, buf, MAXDATASIZE-1, 0);
buf[numbytes] = '\0';
printf("Received: %s",buf);
close(sockfd);

FOLHQW�F
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&OLHQW�6HUYHU�H[DPSOH���
H[DPSOH�UXQ

$ uname -a
OSF1 osiris V5.1 732 alpha

$ client osiris
Received: Hello, world!

$ client osiris
Received: Hello, world!

$ rlogin linux30
linux30> uname -a
Linux linux30 2.4.9-12 #1 …………..

linux30> cc client.c –o client
linux30> client osiris
Received: Hello, world!
linux30>
linux30>

RVLULV�

$ uname -a
OSF1 osiris V5.1 732 alpha

$ server
server: got connection from 137.195.52.12

server: got connection from 137.195.52.12

server: got connection from 137.195.27.130
$ >

RVLULV�OLQX[���

22 November 2002
���������	���
�����
��	�
��� � �

'DWDJUDP�VRFNHWV
�%HHM�VHFWLRQ�����

OLVWHQHU�F

SNW�

SNW�

SNW�

WDONHU�F
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'DWDJUDP�VRFNHWV���
sockfd = socket(AF_INET, SOCK_DGRAM, 0)

//Set up local addresses:
my_addr.sin_family = AF_INET; // host byte order
my_addr.sin_port = htons(MYPORT); // short, network byte order
my_addr.sin_addr.s_addr = INADDR_ANY; // automatically fill with my IP
memset(&(my_addr.sin_zero), ’\0’, 8); // zero the rest of the struct

bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr);
numbytes=recvfrom(sockfd, buf, MAXBUFLEN-1, 0, &their_addr, &addr_len)

printf("got packet from %s",inet_ntoa(their_addr.sin_addr));
printf("packet is %d bytes long",numbytes);
buf[numbytes] = ’\0’;
printf("packet contains %s", buf);

close(sockfd);

OLVWHQHU�F

1RWHV����
��
QR�QHHG�WR�¶OLVWHQ·�RU�¶DFFHSW·�RQ�'*5$0�VRFNHWV
UHFYIURP����UHWXUQV�DGGUHVV�RI�VHQGHU

22 November 2002
���������	���
�����
��	�
��� � �

'DWDJUDP�VRFNHWV���

he=gethostbyname(argv[1]);  // get the host info

sockfd = socket(AF_INET, SOCK_DGRAM, 0);

// Set up their address:
their_addr.sin_family = AF_INET; // host byte order
their_addr.sin_port = htons(MYPORT); // short, network byte order
their_addr.sin_addr = *((struct in_addr *)he->h_addr);
memset(&(their_addr.sin_zero), ’\0’, 8); // zero the rest of the struct

numbytes=sendto(sockfd, argv[2], strlen(argv[2]), 0, &their_addr)

printf("sent %d bytes to %s", numbytes, their_addr.sin_addr);
close(sockfd);

WDONHU�F

1RWH�WKLV�LV�SVHXGR�FRGH��
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'DWDJUDP�VRFNHWV���
linux30> listener

got packet from 137.195.27.101
packet is 8 bytes long
packet contains "Hi there“
linux30>

OLVWHQHU�F

8QL[�ILOHVSDFH�
aPMF�ZZZ�WHDFKLQJ����QR��2SHUDWLQJ6\VWHPV�%HHMV�QHWZRUN�SURJUDPPLQJ

linux01> talker
usage: talker hostname message
linux01> talker linux30 "Hi there"
sent 8 bytes to 137.195.27.130
linux01>

WDONHU�F

22 November 2002
���������	���
�����
��	�
��� � �

6XPPDU\
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6XPPDU\
♦ ,QWURGXFWLRQ

➘
� � � � � � �%� � � � � � � � � ��� �!� �# ��%� �

➘
- ��� ��� � ��� � � ��� � ��� � ���#�#���
� ��� � � � � �

➘ � �
	���� � � � � ��� � ��� � � � �%� � ��� ��� � ���
♦ 'DWD�VWUXFWV�DQG�GDWD�KDQGOLQJ

➘  � �! ��� � ��� � � � � � ��� � � � � �#� � � � �� � � � ��� � � � ��� � ��� � � � � � �
➘ � 	�� � � � ���'�%� � � � � ��� � � � ��� � � �  "

♦ 6\VWHP�FDOOV

➘
��� �! �%� ��"�� � � � � � "

➘
� ���'� ����� � "

➘
� � � � � � � "

♦ &OLHQW�VHUYHU�H[DPSOH

➘
� � � � � � � ���#� �%����� � � �� �� � � � ��� ��� �
� � � � � � � � �!� �� �%� � � � �!� �

➘
� ��� � � � � �� ��� � � "�� � � � � � ��� �! ���� � � "

♦ 'DWDJUDP�VRFNHWV

➘
� ��� � � � � � � � � �# ���� � � �����#�2� �

�
� ��� � � � � "

➘
� � � � � � � �!� �! ��� � � ��������� �

�
� ��� � � ��� "

➘
�!� � ��� � � � � � � � � � � � � �!�������'�

22 November 2002
���������	���
�����
��	�
��� ��*

3UD[LV
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��� �!)

/DE�H[���
,QWHUQHW�FRPPXQLFDWLRQV

&RPSLOH�DQG�UXQ�JHWLS�F��%HHM�VHFWLRQ�������IURP
aPMF�ZZZ�WHDFKLQJ����QR��2SHUDWLQJ6\VWHPV�%HHMV�QHWZRUN�SURJUDPPLQJ

$VN�LW�IRU�YDULRXV�DGGUHVVHV�H�J��ZZZ�KZ�DF�XN

&RPSLOH�VHUYHU�F�DQG�FOLHQW�F�IRU�WZR�GLIIHUHQW
DUFKLWHFWXUHV��5XQ�WKH�FOLHQW�VHYHUDO�WLPHV��WKHQ
NLOO�WKH�VHUYHU�DQG�UXQ�WKH�FOLHQW�DJDLQ�

'R�WKH�VDPH�IRU�WKH�GDWDJUDP�SURJUDPV��WDONHU�F
DQG�OLVWHQHU�F

��

��

��

22 November 2002
���������	���
�����
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��� � �

7XW����
,QWHUQHW�VHUYHU

'HVLJQ�DQ�LQWHUQHW�VHUYHU�EDVHG�RQ�VHUYHU�F�WKDW
DFFHSWV�D�VWULQJ�IURP�D�UHPRWH�FOLHQW��LQWHUSUHWV
LW�DV�D�VHW�RI�VKHOO�FRPPDQGV�VHSDUDWHG�E\�SLSH
V\PEROV��5XQV�WKHVH�FRPPDQGV�ORFDOO\
�H�J��OV�_�ZF�²O��DQG�UHWXUQV�WKH�UHVXOW�WR�WKH
FOLHQW�DV�D�WH[W�PHVVDJH�

��
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5HYLVLRQ�TXHVWLRQV�IRU�WRSLF��

D�

E�
F�
G�
H�
I�

J�

K�

L�

:KDW�LV�WKH�GLIIHUHQFH�EHWZHHQ�D�VWUHDP�VRFNHW�DQG�D�GDWDJUDP
VRFNHW"
:KHQ�ZRXOG�XVH�HDFK�RI�WKHVH�W\SHV�RI�VHUYLFH"
:KDW�LV�GRWWHG�TXDG�QRWDWLRQ"
:KDW�GRHV�'16�VWDQG�IRU�DQG�ZKDW�GRHV�LW�GR"
+RZ�PDQ\�SRUWV�DUH�DVVRFLDWHG�ZLWK�D�SDUWLFXODU�,3�DGGUHVV"
:KLFK�E\WHV�DUH�VZDSSHG�ZLWK�ZKLFK�ZKHQ�D���E\WH�ZRUG�LV
WUDQVIRUPHG�IURP�KRVW�WR�QHWZRUN�E\WH�RUGHU"
:K\�ZRXOG�\RX�FDOO�WKH�V\VWHP�VHUYLFH�¶ELQG·�RQ�D�VRFNHW�DQG�ZKDW
GRHV�LW�GR"
:KDW�GRHV�WKH�¶DFFHSW·�V\VWHP�VHUYLFH�UHWXUQ�DQG�KRZ�ZRXOG�\RX
XVH�LW"
:KDW�VRUW�RI�HUURU�FKHFNLQJ�VKRXOG�\RX�SHUIRUP�ZKHQ�FDOOLQJ
WKHVH�V\VWHP�VHUYLFHV�DQG�KRZ�ZRXOG�\RX�UHSRUW�DQ\�VXFK�HUURUV"

22 November 2002
���������	���
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5HDGLQJ
♦%HHM
V�*XLGH�WR�1HWZRUN�3URJUDPPLQJ�

VHFWLRQV���WR��
�KWWS���ZZZ�HFVW�FVXFKLFR�HGX�aEHHM�JXLGH�QHW��


